Project outputs will be validated
in three use cases:

G Online banking

L]
E‘ Activity tracking
|

=R

|E.>. Device management

é

FutureTPM Main Goals

Secure QR Cryptographic
Algorithms for TPM
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Main

The FutureTPM project is aimed at designing and developing a Quan-
tum-Resistant Trusted Platform Module (TPM). FutureTPM will provide a
new generation of TPM-based solutions, including hardware, software
and virtualization environments, incorporating robust and physical-
ly secured Quantum-Resistant cryptographic primitives. This will allow
long-term security, privacy and operational assurance for future ICT sys-
tems and services. FutureTPM solutions will also improve the security of
Hardware Security Modules, the Trusted Execution Environments, Smart
Cards, and the Internet of Things.

Secure quantum-resistant cryp-
tographic algorithms for the TPM
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Design validation using formal
security analysis

Implementation for hardware,
software, and virtual TPM
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Real-world applications to tested
industrial use-cases
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Standardization within TCG,
ISO/IEC and ETSI
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