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Å15partnersfrom 10different

Europeancountries

ÅWebsite: https://futuretpm .eu/
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ÅDesignanddevelopa Quantum-Resistant(QR)TrustedPlatform
Module (TPM)

ÅProvide a new generation of TPM-based solutions, including
hardware,softwareandvirtualizationenvironments

Å Long-term security, privacy and operational assurance for
future ICTsystemsandservices

Å Improve the security of Hardware Security Modules, Trusted
Execution Environments, Smart Cards, and the Internet of
Things
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What is a TPM designed for?

ÅA chipwith low cost

ÅEmbeddedin a computing platform

ÅServe as a root-of-trust

ÅMake the platform trustworthy

ÅTPM specifications were developed by the TCG

ÅISO/IEC 11889

ÅTwo versions of TPMs: 1.2and 2.0
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ÅExisting applications: 

ÈMicrosoft BitLocker, Measured Boot

ÈHP ProtectTools, Embedded Web Server

ÈIntel's Trusted Execution Technology (TXT)

ÈLinux Unified Key Setup (LUKS) 

Ğsupports storing cryptographic keys in TPMs

ÅOther applications:

ÈTPM in automotive

ÈTPM in mobile phones

ÈΧΧ
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Å Attestation

Å Protected Storage

Å Platform Authentication

Å Χ

Å Hash Functions

Å Block Ciphers

Å Digital Signatures

Å Public-key Encryption & Key Exchange

Å Direct Anonymous Attestation
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trusted computing hardware  security

trusted platform 

module

quantum - resistant 

cryptography

QR TPM
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ÅAsymmetric encryption
ÈRSA encryption and EC encryption

ÅSymmetric encryption
ÈAES, SM4, Triple DES, Χ

ÅSignature
ÈRSA signature and EC signature

ÅDAA
ÈEC-DAA

ÅMessage authentication code
ÈHMAC

ÅHash functions
ÈSHA-1, SHA-256, SM3, Χ

ÅKey exchange
ÈECDH

Cryptographic Co-processor

Å Asymmetric encryption
Å Symmetric encryption
Å Signatures & DAA
Å Message authentication code  
Å Hash functions
Å Key exchange

Å RSA encryption 
Å RSA signature
Å RSA-DAA
Å SHA-1
Å HMAC
Å AES (optional)
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ÅAsymmetric encryption
ÈRSA encryption and EC encryption

ÅSymmetric encryption
ÈAES, SM4, Triple DES, Χ

ÅSignature
ÈRSA signature and EC signature

ÅDAA
ÈEC-DAA

ÅMessage authentication code
ÈHMAC

ÅHash functions
ÈSHA-1, SHA-256, SM3, Χ

ÅKey exchange
ÈECDH

Cryptographic Co-processor

Å Asymmetric encryption
Å Symmetric encryption
Å Signatures & DAA
Å Message authentication code  
Å Hash functions
Å Key exchange

Å RSA encryption 
Å RSA signature
Å RSA-DAA
Å SHA-1
Å HMAC
Å AES (optional)

T
P

M
 2

.0
 s

u
p
p

o
rt

s

T
P

M
 1

.2
 

s
u

p
p

o
rt

s



Å A classical computer has a memory made up of bits

È each bit is represented by either a 1 or a 0 

Å A quantum computer, on the other hand, maintains a sequence of quantum bits (qubits)

È can represent a 1, a 0, or any quantum superpositionof those two qubit states 

Å A pair of qubits can be in any quantum superposition of 4 states, and three qubits in any 
superposition of 8 states:

È in general, a quantum computer with n qubits can be in any superposition of up to 2n different states

Å This compares to a normal computer that can only be in one of these 2n states at any one time. 
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Some history:

Å 1998 ς2 qubits

Å 2000 ς4, 5, and then 7 
qubits

Å 2006 ς12 qubits

Å 2011 ς14 qubits

Å 2017 ς17 qubits

Å 2018 - Google announces the 

creation of a 72-qubit quantum 
ŎƘƛǇΣ ŎŀƭƭŜŘ Ϧ.ǊƛǎǘƭŜŎƻƴŜέ
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Two messages from Dr Michele Mosca, Univ. of Waterloo:

Å There is a 1 in 7 chance that some fundamental public-key crypto 
will be brokenby quantum by 2026, and a 1 in 2 chance of the 
same by 2031

Å Is this something we need to worry about now? Suppose:
Èwe want to keep your information for x years

Èit takes y years to transfer to a QR solution

Èit takes z years to build a large-scale quantum computer

ÅTheorem: If x + y > z, then it is the time to take an action!

y x

z



ÅIt has taken many years to develop the current TPM technology
ÅTCPA(Trusted Computing Platform Alliance) wasformed in 1999, later nearly 200 

member companies

ÅTCG(Trusted Computing Group) was announced in 2003 as the successor to the 
TCPA

ÅIt will need many years to develop 
ÅThe QR cryptographic solutions suitable for inclusion in TPMs

ÅThe QR TPM specification

ÅThe QR TPM supporting facilities 

ÅNow is the time to begin developing QR technology for TPMs
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Å Symmetric algorithms
ÈHash, MAC, symmetric encryption

ÈExisting algorithms will not directly be broken, but key/block lengths may need to be increased

Å Conventional asymmetric algorithms
ÈEncryption, signature, key exchange

ÈExisting algorithms will be broken

ÈMany QR algorithms have been developed (e.g., submissions to NIST PQC)

Å Asymmetric privacy-preserving algorithms
ÈDirect Anonymous Attestation (DAA)

ÈNot in the scope of NIST

ÈNot much research so far
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Mission:Design a QR TPMcovering the full range of implementation 

environmentscoupled with formal security analysisand run-time risk assessment, 

and evaluated under assumptions of realistic deployment scenarios
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TPM as a major building block for enhanced security & privacy in various application domains

Activity Tracking

Device Management

E-Payment

Reactive security mechanisms & updates



1. SecureQuantum-ResistantCryptographicAlgorithmsfor the TPM

2. Validation& VerificationusingFormalSecurityAnalysis

3. Implementationof Hardware,Software,andVirtualTPM

4. Standardizationwithin TCG,ISO/IECandETSI

5. Provision of Run-Time Risk Assessmentand Vulnerability Analysis

Methodologies
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ÅSecureQuantum-ResistantCryptographicAlgorithms for
the TPM
ÈIdentify, designand developQRalgorithmsfor eachcryptographic

primitive supportedby the currentversionof TPM

ÈDevelopment of bespoke provable-secure quantum-resistant
algorithmsfor

ĞSymmetricCryptography

ĞAsymmetricCryptography

ĞPrivacy-protectingprimitives,suchasDirectAnonymousAttestation
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ÅValidation& VerificationusingFormalSecurityAnalysis

ÈProvablesecuritymodellingandanalysis

ÈDefine and design appropriate formal methods, including

computer-aided proof systemsand automated proof tools, to

supportthe securityanalysismodelneededto reasonabout the

entire TPMandits functionalities
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Å Implementationof Hardware,Software,andVirtual TPM

ÈDemonstratethe applicabilityof the identified QRalgorithms

to the full rangeof possibleTPMenvironments

ÈImplementationand rigorousevaluationof the designedQR

algorithmssuitein:

ĞhardwareTPM(hTPM)

Ğsoftware TPM(sTPM)

Ğvirtual TPM(vTPM)
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ÅStandardizationwithin TCG,ISO/IECandETSI

ÈDevelopmentof standardisationproposalsthat pushthe state

of the art in the areasof cryptographyandthe TPMitself

ÈInvolve the technical committees of the relevant standards

bodies,notablyISO,IEC,ETSIandthe TCG
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Å NIST received 82 candidatealgorithm submission packages for the NIST PQC 

Standardization Process

Å Of these, NIST accepted 69 first-round candidates 

Å NIST selected 26 second-round candidates from the 69 first-round candidates
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ÅProvision of Run-Time Risk Assessment and

Vulnerability AnalysisMethodologies

ÈFutureTPMwill design risk analysismethods that target all

the phasesof aǎȅǎǘŜƳΩǎdevelopmentlifecycle,from design

time to near real-time risk quantificationof newly identified

attacks
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Å FutureTPM QR Design:
È QR Crypto Primitives

Å FutureTPM Implementation:
È HW, SW, VM-based

È Secure Storage, Attestation

Å Risk Management:
È Risks, threats, assets, attack types, 

vulnerabilities, control elements

È Fine-grains security policies

Å Security Modelling:
È Threats (physical/software/remote) 

to be considered



OnlineBanking
ÈTo isolatethe e-paymentprocessin a more protected context so as to

provideenhancedsecuritylevelsagainstunintentionaldataleakageand
maliciousapps

Activity Tracking
ÈToincreasethe trust of usersof cloud-basedactivity trackingservicesin

the securityandprivacypropertiesof their storedandleverageddata

DeviceManagement
ÈTo help protect private keysstored on routers,mobile devices,and IoT

devicesagainstcompromiseor misusebymaliciousapplications
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Å Confidentiality
ÈTPC key storage persistency -> token storage

Å Integrity
ÈHMAC digital signatures for financial data 

integrity

Å Authentication

Å Key Exchange

Å Use of FreePOSapplication as a testbed developed by INDEV, GR
È One of the top finance apps in Greece ςtens of thousands active users

È Hardware-based TPM

Å Token-basedauthentication
È Depends on OS level security

Å OAuth 2.0 with PCI compliant services
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Å Privacy, confidentiality and security at the 
edge
ÈDirect Anonymous Attestation

Å Data Integrity
ÈHMAC digital signatures for financial data integrity

Å Secure Data Sharing
ÈNo data leakage

Å Use of S5 Trackerapplication as a testbed developed by SUITE5 Data Intelligence Solutions, UK

Å Data Anonymization andPrivacy Preservation

ÈDŜƴŜǊŀǘƛƻƴ ƻŦ ά¦ǎŜǊ tŜǊǎƻƴŀǎέ

È Software-based TPM
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Å Secure managementof network infrastructures by 

HWDU

È Integrity of identified devices

È Virtual-based TPM

Å Device Identification:

È TPM key generation and persistent storage

Å Software Integrity

È TPM Platform Configuration Registers (PCRs)

Å Data Integrity and Confidentiality

È Key usage TPM policies
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Å 1st Phase Testing:
ÈInternal, small-scale, lab-test

ÈM18 (MS4) - first release of SW-based TSS + QR TPM + RA framework

ÈM21 (MS5) - first release of FutureTPM framework

ÈM24ς1st Demonstration Phase + 2nd FutureTPM Workshop

Å 2nd Phase Testing:
ÈInternal, large-scale, hybrid test

ÈM27 (MS7) ςFinal release of FutureTPM framework (including all TPM 
implementations)

ÈM33 (MS8) ς2nd Demonstration Phase + 3rd FutureTPM Workshop



ÅEvaluate different PQC algorithms in 3 demonstrators:
ĞSW-based 

ĞKyber, Dilithium, DAA

ĞVirtual

ĞKyber, Dilithium, DAA (inherited from SW-TPM)

Ğ+ BIKE, SPHINCS+

ĞHW-based

ĞNewHope, qTesla

QR-TPM implementations
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Å Research activities:
Èfunctional and security requirements of qTPM
Èvirtual qTPM(vTPM)

Å Dissemination activities: 
ÈWP7 leader 
Ğmeetings

Ğworkshops

Ğmaterial

Í leaflets

Í logos

Í poster
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ÅDevelop vTPM on KVM:
ÈProof-of-concept targeted at use-case specific functionalities

ÈBut generic enough to be used for other scenarios

Å Intended security features:
ÈvTPMisolation 

ÈKey secure storage (outside the TPM)

ÅAdditional security features:
ÈSecure migration
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Server NMS
Host Router Router

Kernel space

vTPM Manager

TPM Hardware

vTPM vTPM

vTPM module vTPM module
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Host VM 1 VM 2

Kernel space

vTPM Manager

SW

TPM1

vTPM module /

QEMU

SW

TPM2

vTPM module /

QEMU

Server NMS



Å Three newsletters+ 1 ongoing

Å Five project meetings + 1 next

Å 1 workshop+ 1 planned research workshops

Å 6 public deliverables+ 3 ongoing

Å Etc.

Å Everything is available on the website (https://futuretpm.eu) together 

with leaflets (longand short) and various information (e.g., events)
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https://futuretpm.eu/
https://futuretpm.eu/downloads/FutureTPM-Folder-long.pdf
https://futuretpm.eu/downloads/FutureTPM-Folder-short.pdf
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Å The 1st FutureTPM Workshop on Quantum-Resistant Crypto Algorithms was held in  Lisbon on the 19th 
of October 2018. The  workshop's goal was to foster collaboration between different key players in the 
quantum-safe cryptography and trusted computing communities  and others involved in similar projects 

Å The event was attended by more than 60 participants both from the industry and academia. In addition to 
CǳǘǳǊŜ¢taΨǎpartners, key organisations, such as TCGand NIST, and industry partners, such as HP Labs 
and Tales UK participated in the event as well
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Å Workshop on Cyber-Security Arms Race (CYSARM)
È General Chair: Chris Mitchell and LiqunChen

È Program Chairs: ThanassisGiannetsosand Daniele Sgandurra

Å Co-located to a cyber-security conference (to be confirmed)

Å Topicsof interest include but are not limited to:

È Advanced cryptographic techniques (e.g., homomorphic encryption, secure multi-party computation and differential privacy)

È Arms races and trade-offs in cyber-security (e.g., attackers vs defenders, security vs privacy, security vs trust, security vs usability, 
etc.)

È Double-edged sword techniques in cyber-security (e.g., artificial intelligence)

È Impact of quantum computing on cyber-security (not limited to cryptography)

È Next-generation trustworthy computing security solutions and attacks (e.g., TPMs, TEEs, SGX, SE), and their impact

È Novel attacks and protection solutions in mobile, IoT and Cloud

È Post-quantum cryptography 

È Security analysis of protocols, including use of formal techniques

È Standardization of cyber security and trust techniques

È Validation of cyber-security technologies
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ÅPQCRYPTO
ÈDesign of high-security post-quantum PK systems

ÅSAFECrypto
ÈPractical, robust and physically secure post-quantum crypto solutions

ÅPROMETHEUS
ÈQuantum-resistant privacy-preserving cryptographic mechanisms
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